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1.INTRODUCTION

The Commercial Solutions for Classfied (CSfC) program within the National Seaurity Agency
(NSA) Information Assurance Directorate (IAD) usesa liesof Capalility Packages(CP) to
provide onfigurationstha will adlow cusomers o independently implement seaure solutions
usng layered Commercial Off-the-Shdf (COTS) produds. The CPis vendoragnodic and
provides high-level seaurity and configuration guidane for cusomers and/or Solution
Integrators.

The IAD within the NSA is delivering agereric CSfC Data-at-Rest (DAR) CP to meet the
demand for data at rest solutions usng a Secue Sharing Suite (S3) of dgorithms (NSA Suite B
algorithms). These dgorithms are used to proted classfied daa usnglayers of COTS produds.
DAR CP Version 0.8enables custamers to implement two independent layers of encryption for
the pumpose of providing protedion for stored information while the End User Device (EUD) is
unpowered o in an unaithenticaled date. This CP takes lesonsleaned from oneprootof-
concept demondration per solution design tha has implemented aset of S3 dgorithms, modes of
opeaation, sandads and protocols. These demondrationsinduded dayered use of COTS
produds for the protedion of classfied information.

2. PURPOSE OF THISDOCUMENT

This CP provides high-level reference designsand corresponding configuration information
alowing cusomers b sled COTS produds from the CSfC Components List, avail able on the
CSfC web paye (http://www.nsa.goviialprograms/csfc_program) for their DAR solution and then
propery configure those products o achieve a bvel of asurance sufficient for protecing
classified data while at rest. As describedin Secion 9, cusomers mug ensure the @mponents
selected from the CSFC Components List will permit the necessary functionality for the slected
cgpabilitie s. Throughoutthis doaument, requirements imposed on he DAR solution to ensure
prope implementation ae identified by alabel consisting of the prefix “DAR,” atwo-letter
caegory, and asequence nunber (e.g., DAR-KM-2). To successully implement a solution
based on his CP, dl Threshold requirements, or the @rresponding Objedive requirements
applicalde 1o the selected cgpabilitie s must beimplemented, as described in Sedion 8.Cugomers
who want to use avariant of the solution deail ed in this CPmust contact NSA to determine
ways 1 obin NSA approvd. Additiond information éoutthe CSfC process isaval able on he
CSfC web paye (www.nsa.goviia/programs/csfc_program).

3. USE OF THISDOCUMENT

This is draft Version 0.80f the DAR CPdatedMay 2014 for community review. Pleag provide
commentson usbility, goplicability, and/or shortcomings o your NSA/IAD Client Advocte
and the DAR CP maintenarce eamatd_cdc_dar_tean@nsagov.



The following Legal Disclaimer relatesto the use d this CP:

This CPis provided “as is” Any expressor implied warranties, induding kut notlimited to, the
implied warranties of merchantability and fitnessfor a paticular pupose are disclaimed. In no
ever shall the United StatesGovemmert be liade for ary direct, indired, inddental, gecid,
exemplary or conequentia damages (induding, kut notlimited to, procurement of subgitute
goodsor services, loss of use, dda, or profits, or busness inerruption) however caused and on
any theory of liability, whether in contraad, grict liability, or tort (including negligence or
otherwise) arising in any way out of the use of this CP, even if advised of the possibility of such

damage.

The User of this CPagrees to hold hamlessand indemnify the United Sates Government, its
agents and employees from every claim or liability (whether in tort or in contrad), including
attorney’ s fees, court cods, and expenses, aising in dired consequence of recipient’s use d the
item, including, but not limited to, claims or liabili ties made for injury to ordesath of pasonné of
User or third paties, damageto ordestruction of propaty of User or third paties, and
infringement or other violations of intellectual property or technica datarights.

Nothing in this CPis intended to conditute an endorsement, explicit or implied, bythe U.S.
Government of any paticular manufadurer’s produd or service

4. DAR PROTECTION OVERVIEW

The goal for the DAR solution is 0 proted classified data whenthe BUD is powered off or
unauthenticaied Spedfic datato beproteded mus be déermined by the data owvner. An EUD is
the @mputing devicewhere the DAR solution is hosted.

As the portability of EUDs increass, the requirementsfor when and howclassfied ddais
protecedalso increags EUDs canbe wsedin both physicdly proteciedand physicdly
unproteded environments Solutionsusing commercial products mug proted classifieddata an
the BJD by ugngtwo layers of encryption with approved Quite B dgorithms listed in Tade 1.
Approved Quite B DAR Algorithms. This CP provides two soluion designs for DAR protedion.
Eadc slutiondedgn hasspecific requiremerts for configuration, piodud seledion, components
provisioning, authentication, key management, opeaations administration, roles, use and
handling.



Table 1. Approved Suite B DAR Algorithms

Secuity Service Algorithm Suite 1 Algorithm Suite 2 Specifications
Overall Lewel of Secuity | 128 bis 192 bis
Confidentiality AES-128 AES-256 FIPS PWB 197
(Encryption) IETF RFC 6239
I[ETF RFC 6379
I[ETF RFC 6380
IETF RFC 6460
Authentication (Digital ECDSA over thecurve | ECDSA overthe cuve | FIPS PUB 186-3
Signature) P-256 with SHA-256 P-384 with SHA-384 IETF RFC 6239
I[ETF RFC 6380
I[ETF RFC 6460
RSA 2048 prior to 1 N/A FIPS PWB 186-3
Octobe 2015
DSA 2048 frior to 1 N/A FIPS PWB 186-3
Octobe 2015
Integrity (Hashing) SHA-256 SHA-384 FIPS PWB 180-4
IETF RFC 6239
I[ETF RFC 6379
IETF RFC 6380
I[ETF RFC 6460
Can proted Up to Secret Up to Top Saet

Thetwo soluion designsin this CPare limited to addressng the mechanisms used to provide
DAR protedion. This CPis focused onthe implementation of cryptography to mitigate the risk
to classfied data from unauthorized accesswhenthe deviceis poweredoff or unauhenticated
This CP does not protectagainst the passillity of mdicious code exploits, updaes, Operating
System (OS) misconfigurations or the persistence of remnants of key or plaintext materia in

volatile memory on the EUD when powered-on.

Althoudh the DAR solution designs can proted the @nfidentiality of daa and rende the EUD
undasdfied, it does not proted the integrity of an EUD outside of the @ntrol of gpproved users.
It is difficult to examine and deéerminewhethe or nota device has been tampered with.
Therefore, the NSA requires implementing organizaionsto ddinethe arumstancesin which an
EUD tha is pat of the organizaion's solution © beconddered outside of the postivie control of
authorized usrs (i.e, "lost"). Organizaionsmug also ddinethecirumstances in which an EUD
thd is apat of tha organization's solutionis o be conddered recvered bad into the postive
control of authorized ugers (i.e., "found’). This CP requires any log device, one found b be
destroyed in order to mitigate threds  the integrity of the EUD and any connected systems.
This requirement to destroy "found' EUDs does not predudean implementing organizaion from



first paforming aforensc examinaion on a‘found” deviceto discover better ways o proted the
organizdion's EUDs.

4.1 RATIONALE FOR LAYERED ENCRYPTION

A sngde layer of Suite B encryption, properly implemented, is sufficient to protect clasdfied data
at rest. The DAR solution uses wo layers of Suite B encryption notbecause of adéiciency in
the ayptographic dgorithms, but rather to mitigate the risk that afailure in one of the DAR
components whether by acadental misconfiguration, opeator error, or mali ciousexploitation of
an implementation vuherability, results in expoaure of classfied information. The use of
multiple layers, implemented with components meeting the CSfC vendor diversity requirements
reduces the likelihood asingle vulnerability can beexploited to reveal proteded information.

If oneof the DAR layers iscompromised orfails in some way, the sesamnd DAR layer can dill
provide the needed encryption to safeguard the classfied data. If both layers are compromised or
fail simultaneoudly, it is possible the classified datawill becane readalbe o a treatactor. The
seaurity of the DAR solution dgpendson peventing this fail ure mode by configuring a solution
with two layers. The god is to configure the solutionin which both layers will not fail at the
sametime.

4.2 RED, GRAY, AND BLACK DATA

This CPuses thefollowing terminology to describe the daatypes that comprise a DAR solution.
The terms Red, Gray, ard Blackidertify the number of encryption layers applied to classfied
data for a gecific EUD state.

Reddata is urercrypted clasified data keing processed by the BJD. After a user successfully
authenticaes  the outer and inne layers of DAR enayption,the BJD is in a gate d procesing
Red Data.

Gray daacontainscassfied information tha has been encrypted one. After a wser successfully
authenticaes  the outer layer of DAR enayption, buthas not yet authenticaed to heinne
layer of encryption, he EUD is in agtate of processng Gray Data.

Black data contains clasgfied information that hasbeenercryptedtwice. An EUD is consdered
blackwhenthe device s powered off and/or unauthenticated and the stored data is ercrypted
with both the outer and inne layers.



5. SOLUTION COMPONENTS

5.1 SOFTWARE FULL DISK ENCRYPTION

Software Full Disk Encryption (SWFDE) is gpproved to providethe outer layer of DAR
protedion. All daa on the had diive used to bootthe mmputer, induding the @mputer’'s OS, is
trangparently encrypted bythe Data Encryption Key (DEK), while permitting accessto the data
only after succesful authenticaion to the SWFDE produd and the Pre-Boot Environment
(PBE). In the cag d the SWFDE, the s/stem hardware providesthe reourcesto perform the
encryption. This DEK is masked usngaKey Encryption Key (KEK), and proper user
authentication is required to decrypt the @ntents of the disk.

End User Device {EUD)

User logs into PBE PBE provides user access and
with user credentials "~ encryption to protected logical disk

Software Full Disk Encryption (SWFDE) )

Figure 1. Sdtware Full Disk Encryption

5.2 PLATFORM ENCRYPTION

Platform Encryption (PE) is also approved to providethe outer layer of DAR protedion. PE is
provided bytheoperating system (e.g. Kernel) for platform-wide data ercryption. The PElayer
requires hardware-baded ssaure key storage and entropy colledion. There are two major types
of keys: DEKs and KEKs. A Root Encryption Key (REK) is conddered aKEK. DEKSs are used
to enarypt data, and KEKs are used to encrypt other keys, such as DEKs and other KEKs. The
DEK is masked usnga REK or KEK. All daa on the EUD, induding the EUD OS, is enaypted
by the DEK, while permitting acces t the data anly after succesful authentication to the PE

layer.

Thebasis of trug on heplatform is hadware. A hardware-badked noise sourceis used for
entropy geneation. When mixed with anoise source, randomnunbers generated by the
hardware perform two functions they providefor the outer layer of ercrypteddata ard they
increa® the aurance that authorizaion fadors are propely chaned bad to trused hadware.



With the exception ofthe hadware-specific requirements, there is little distinction between PE
and File Encryption (FE) implementations, which are described in thefollowing sedion, Sedion
5.3.In all other respeds, thetwo component implementations are virtualy identical; they both
provide volume and file encryption capabiliti es.

End User Device (EUD)

User logs into PE _| PE provides user access and
with user credentials encryption to protected files M

Platform Encryption (PE)

Figure 2: Platform Encryption

5.3 FILE ENCRYPTION

File Encryption is approved to providethe inne layer of DAR protedion. In this CP, the FE layer
does notrequire hardware-backed secure key storage ad entropy cdlecion. File enayption
products curently onthe market havea wide range d implemertations ranging from selecing
individud files 1o whitelisting al but afew files. It is important for the user ard implemenrter to
undestand howa spedfic file enayption piodud opeaatesto ersure they encrypt all classified
dataon the EUD. There are many everts ard applicaions that may write data o the dsk. Usas
shoud be made avare d thee wnless the FE product canercrypt the data withoutther
intervention.

Eadh gpplicaion handling classified data sioud be ewaluatedto ersure ary suchfilesit creates
or modifies are eitherinduded in the encyption a do notindudeclassfied daa. Exanples
indude

1. Temporary filesthat may contain data.

2. Pagingfiles (i.e., swapfileg are creded when the system runsout of or becomes low on
unuged volatile memory (RAM). When this occurs, the systemwill write to the hard disk
for sorage. If the produd can notautomaticdly proted this data, the solution $hould
disable system page files.

3. System restore and oher fedures tha alow daato berestored to a previous point in time
creak cqiesof the data. If this is enabled it may adlow an ercryptedfil e to be restored to



astate kefore it wasercrypted Unless he produd accounts for these typesof scererios,
such feaures shoutl bedisabled.

4. Memory dunp files may be aeaed when an eror occurs. These dunp files may indude
classifieddata that existed in volatile memory whenthe ciash occured Since hesfiles
are aeatedduring a g/stem cradh, it is likely the produd will notbeable to propaly
ercrypt them Therefore, it is recmmended this fedure bedisabled.

5. Printer pod filesare created when a doaument is sent to print. These are used to hol the
doaument while it is in queuefor printing. If the solution is going to print any classfied
information these fil es should beproteded.

6. Moving or ddetingfiles. Users shout beinformed tha moving (cut/paste) a dassfied
file into a protecedareais nat suffi cient for protecting it. Moving or deleting afile while
it is unencrypted may leave file contents onthe disk urtil it is overwritten by the file
system. All files shoutl be enaypted before bang ddeted or moved. When and wherea
file is encrypted may vary greaty between products.

The FE proteds the onfidentiality of individud files, folders, or volumes, and may be
accanplishedin several ways. The encryption may be performed by the gplicaion, pktform, or
thehog OS. Eadch encrypted fil e or volume will beprotecied by aFile Encryption Key

(FEK). The FEK is proteded bytheuser’s credentials, d@ther diredly or through oneor more
KEKSs.

Prope user authenticaion is required to decrypt the FEK. The FE produd will then trangparently
decrypt filesor direcories on an individud basis as they are requested by the user via specific
applications To ensure no dasdfied daaiis left unproteded, the Authorizing Official (AO)/
Designated Approving Authority (DAA) shdl beresponsble for providing and enforcinga
policy which mandatesautomation and user compliance to encrypt dl classfied data.

End User Device {EUD)

User logs into FE FE provides user access and
with user credentials encryption to protected files ™

File Encryption (FE)

Figure 3: File Encryption



5.4 END USER DEVICE

The End User Deviceis a ommercial tablet, laptop, workstation, snart phone or smilar
computing devicetha diredly interads with the DAR components. An EUD can operate within
a seaure physicd environment gpproved bythe AO/DAA or used ouside of aseaure physicd
environment.

5.4.1PROVISIONING

Provisioning is the process tirough which EUDs are initialized bdore first use. During the
provisioning process the Seaurity Administrator loads and wmnfigures the DAR componentsfor
the EUD. Provisioningis inherently an outof-band processrequiring physical acces o the
EUD.

This CP alows for EUD re-provisioning or re-use of DAR componentsas longas it is peformed
in accadancewith this CP. If reprovisioning, theunencrypted data seaured on the device mugt
beat the same classfication level of the previousunencarypted data stored on the gproved DAR
soluion. Re-provisioning EUD components from any other solution design or nonCSC solution
is prohibited.

6. SOLUTION DESIGNS

The CP provides wo soluion designs These designs describe solutionsmeeting a wide variety
of requirements D proted clasifiedDAR. In all casesthe cwstomer will decide whichdesignto
pursue for registration in accordance with the DAR CP.

The first design coveredis composed of SWFDE and FE. Thisdesignis desgnated“SF’. The
seconddesign coveredis composed of PE and FE. Thisdesignis desgnated “PF'. The SF
architecureis typicdly intendedfor EUDs such as servers, dektops mog laptops and most
tablets, while the PFsoluion designisintended for maost cellular EUDs, including laptops
tablets, and smartphones.

Sdution Design Designator Degcription
SWFDE / FE SF DAR solution architecture that layers FE on top of
SWFDE, asdescribedin Secions 6.1. Typically intended
for servers, desktops some laptops and some tablets.
PE / FE PF DAR solution architecture that layers FE on top of PE, as
de<ribedin Secions 6.2. Typically intended for some
laptops some tablets, and smartphores.

Table 2: Solution Design Summary

In boh soluion designs, the solution is contained in an individud EUD. Regardlessof which
architecture aDAR solution falls uncer, the implementation must meet dl threshold
requirements in the gpropriate soluion design sedion.



6.1 SWFDE/FE (SF) SOLUTION DESIGN

The SF Solution Design approach permits full diskfile/diredory/volume encryption/deayption.
In the SF solution design, DAR provided by the SWFDE will beused as the outer layer and FE
provided by an goplicaionor OSwill beused to providetheinne layer. The SF DAR solution
usesapassword, smart card, or Universal Serial Bus (USB) token to provide acess i classified
data. Once auser input the carectpasword, smart cad, or USB token, the system boot the
operating system. Next, the user authenticaes o the FE which in um decrypts the use’s
classfied file. The SF solution is depicted bdow in Figure 4: SF Solution Design.

End User Device (EUD'

Pre-Boot Environment

User powers on system

User prompted for |
authentication input
Key Encryption Key (KEK)

User inputs s derived Software Full Disk Encryption (SWFDE)
credential DEK decrypts logical disk
t {Decrypts Operating System) ﬁ
Data Encryption Key (DEK) ? [

is decrypted Software Keystore ?

File Encryption (FE)

i Key Encryption Key (KEK) derived

KEK unwraps File
Encryption Key (FEK)

User inputs.
credential

FEK decrypts file ]
4

FEK is derived directly

User prompted for
authentication input

Figure 4: SF Sdution Design

Eadh layer of encryptionin the SF DAR solution may use smilar authentication mechanism
types(eg., passvords tokens) butrequires aunique aithenticaion credertial for each layer. For
thefirst layer of encryption the user will authenticae to the PBE provided by the SWFDE. For
theseaond byer theuser will use their OS login aedentials, gpplication aedentials, or file-
specific aedenials o auherticaie to the FE.

6.1.1SF SOLUTION STATES
Powered Off State:



In a powered off sate, the deviceis completely off and notin any power saving state. The EUD
is conddered Unclassfied butmug ill be hadled in accordance with the implementing
organizaion's AO/DAA pdlicies.

Powered On and Unauthenticated State:

In a powered on and urauthenticaed state the EUD is completely on, butthe user has notlogged
in to dther layer. The EUD is conddered Unclassfied, butmug be handled in accadance with
the implementing organization’s AO/DAA pdicies.

Powered On with Outer Layer Authenticated State:

In a powered onwith Outer layer auherticatedstate, the device is operational where the wser has
auhenticaiedto the outer layer of enayption. Thedeviceis consdered dassfied and should be
handled accordingly.

Powered On with Outer and Inner Layer Authenticated State:

In a powered on with ouer and inna layers authenticaed date, the EUD is opaationd, where
the user has authenticated to wo layers of DAR enayption. Thedeviceis conddered classfied
and $hould behandled accordingly.

L ocked State:

In alocked date thedeviceis powered on butmog of thefundiondity is unaval able for use.
User authenticaion is required to accessfundionality. This fundionsas an accesscontrol but
does not provide any DAR protedion. Thedeviceis consdered dassfied and sould behandled
accadingly.

6.2 PE/FE (PF) SOLUTION DESIGN

The PF Solution Design approach permits fil e/diredory/volume enayption/decryption. In the PF
soluion design, DAR provided bythe PEwill beused as the outer layer and FE provided by an
applicaion will beused as theinne layer. The PF soluion design relies onthe EUD to
implement the objedive requirementsin the Mobile Device Fundamentals (MDF) Protedion
Profile (PP). These dyjective requirements provide hadware-based protedionsfor stored keys
ard ersuring acequate ertropy collection.

The PE on amobile EUD employs storage protedion and atropy generation differently than on
afixedEUD (i.e. desktop, workstation, laptop, orserver). Longer complex passwords canbe
levied against fixed EUD users more readily than agang mobile EUD. Therefore, ensuring
appropriate hardware-based protedion for stored saets and ensuring ertropy is cdlected from
hardware sensors in the mobile EUD for the PE layer of DAR protedionis critical in reducing
risk associated with storage of classfied information. Integrators shoutl nde the FE does not
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meet this requirement, and will therefore require longer complex passwvords for mobile EUDSs.
The PF solution is depicted bdow in Figure 5: PF Solution Design

Two othe potential design condderationsto beaddressed by the cusomer/integrator indude

1.) A FE solution may be provided by the platform if and only if appropriate cryptographic

2)

separation and independence can be ensured in accordance with CSfC principles. This
has the advantage of imposing no additional authentication requirements or restrictions
on individual applications whatsoever. Most currently available FE solutions are
implemented on a per application basis. This approach has a negative impact on user
experience since the user must independently authenticate to each application
providing FE solutions. In addition, it requires each application be evaluated against the
FE PP, which creates a significant hurdle to expanding the number of applications
available to the user.

An application container may be used to protect the data from multiple applications.
This would reduce the number of applications that must be evaluated against the FE PP
at the expense of ensuring integration of each client application with the container. In
each case, the cryptographic operations provided by either platform, container, or
application shall be evaluated against FIPS 140-2 as part of the National Information
Assurance Partnership (NIAP) test and evaluation process.

s

authentication input

End User Device (EUD!

Platform Boot Environment

s oy e DEK decrypts plat ti
_j KEK combined with Root ecrypts platform encryption
User prompted for Encryption Key (REK) P

authentication input

User inputs
credential

Platform Encryption (PE)

— Key Encryption Key (KEK) derived

File Encryption (FE)

» Key Encryption Key (KEK) derived
Combined KEK decrypts

KEK unwraps File
Encryption Key (FEK)
Data Encryption Key (DEK)
FEK decrypss file
User inputs @

credential
[

User prompted for w

Figure 5: PF Sdution Design
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6.2.1PFSOLUTION STATES
Powered Off State:

In apowered off sate, the deviceis completely off and notin any power saving state. The EUD
is considered Unclassfied bu mug il be handed in accordance with the implementing
organizaionsAO/DAA policies.

Powered On and Unauthenticated State:

In apowered on and urauthenticated date, the EUD is completely on, butthe user has notlogged
in to dther layer. The EUD is conddered Unclassfied, butmug be hadled in accordance with
the implementing organization’s AO/DAA pdicies.

Powered On with Outer Layer Authenticated State:

In a powered onstatewith outer layer auhenticatd, the deviceis opeaational where the wser has
authenticaed to e outer layer of enayption. Thedeviceis consdered dassfied and ould be
handled accordingly.

Powered On with Outer and Inner Layer Authenticated State:

In a powered onstate with outer and inna layers authenticaed, the EUD is opeaationd, where
the user has authenticated to two layers of DAR enayption. The device is considered classified
and sould behandled accordingly.

L ocked State:

In a locked<tate, the deviceis powered on butmog of the fundiondity is unaval able for use.

User authenticdion is required to eccessfundionality. This fundionsas an accesscontrol and
may provide onelayer of DAR protedion. Thedeviceis conddered classfied and should be

handled accordingly.

7. THREATS

This sedion deail s how the required componentswork togeher to provideoveral seaurity in the
soluion. Hgures 4 and 5show the bounday of the DAR solution wvered bythis CP. An
asesmert of secuity wasconducted onthe architecure described in this CP while making no
asuumptionsregarding use of specific produds for any of the ddiined components There are
several differert threas o consider when evaluaing therisk of proteding data-at-rest. By
examining these threds the organization will have a beter undestanding of therisk they are
acceting and howthese risks affed the Confidentiality, Integrity, and Avail ability of the daa
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7.1 PASSIVE THREATS

This treatrefers o intemal or extemal acbors attempting to gain information from the EUD
withoutchanging the gate of the system.

The scuity against passive atacktargetingthe DAR on the EUD is provided by the layered
encryption layers. To mitigate passiwe atacks, two layers of Suite B ercryption are employed to
provide onfidentiality for the solution. Use of Advaned Encryption Sandad (AES) is
approved to proted clasdgfied information, meding IAD and ONSSR15 guidarce for acequate
confidentiality. The DAR componentsused to st up helayers of enaryption mus be
independent in anunber of ways (seeSedion 8. Dueto this indgpendence, the alversary shoud
not beable to exploit asinge cryptographic implementation to compromise both layers of
encryption.

7.2 EXTERNAL (ACTIVE) THREATS

This trea refers o ousiders gaining unauthorized access b dasdfied Red daaon he EUD.
Thred actionsindudebrute force atadks, or introdudion of malware with theintention ©
compromise the BJD ard gain acess o Red data. Adversariescauld gain acess o the BJD
and then exploit other devices onae the EUD is connected to anetwork.

One method for preventing unauthorized accessfrom an externd attad is areasonable passwvord
policy. It is required tha ead encaryption layer have aform of user authentication. This will
ensure that the data residing onthe EUD will still be protected with at least one layer of
encryption if the alversary is able to accessoneof thelayers in the solution.

7.2.1MALWARE AND UNTRUSTED UPDATES

Eadch DAR comporent of this solution ha the opion o receve updates only through dired
physical administration oran NSA gpproved Datain Transit (DIT) soluion (i.e. Typel or
CSfC). This mitigates the threas of malicious usgrs tryingto pus updaes or code p&ches tha
can dfed the seaurity of the @mponents The source of all upddes and patches shoud be
verified bdore ingall ation oacurs.

7.2.2SOCIAL ENGINEERING

It is the responsbility of the cusgomer to ddine the gppropiate policies and training necessary to
protectagainst Social Engneering atacks. In addition, these typesof atacks gererally take
advartage d other atacks detaiedin Sedion 7.

7.3 INSIDER THREATS

This trea refers o an unauthorized or cleared peson orgroup of people with access physicd
or logicd, to the EUD who may ad malicioudy or nggligently, resutting in risk expoaure for the

13



organizdion. This threa could indudepootty trained enployees, curiousemployees, disgruntied
employees, escorted pesonnd who gan access b thedevice dishonest employees, or those that
havethe meansand desire to gan access b the daa residing on the EUD.

Thred actionsindudeinsertion oromisson of daa entries that resul in loss of daa integrity,
willi ngly changing the @nfiguration ofan EUD, unwilli ngly or unknawvingly exeauting avirus
or malware, intentiondly exposng thedeviceto avirus or maware, cross-contaminating a EUD
with datafrom ahigher classfication to alower classfication (e.g., Seaet data to Unclassfied
device) Typicaly, the threatfrom insiders hasthe paertial to catse the greaed ham to an
organizdion, and insder attadks are aso the hardest to montor and track

To mitigate indder threds, separation ofroles within the solution is required (seeSecion 12). In
addition it is recommended tha each user of the solution hare auniqueuser account (seeSedion
10.1).

7.4 SUPPLY CHAIN THREATS

A criticd asped of the U.S. Government' s effediveness is he dependability, trugworthiness,
and availability of the Information and Communicaion Technology (ICT) components
embedddl in the systems upon which the aility to peform ther misson rely. The suppl chan
for thoee ICT components are the underpinnings of those systems and neéworks and supply chan
attadks are atempts b proactively compromise those undepinnings.

Unfortunaely, the suppler cannotalways provide guarantees of a safe delivery of acomponent.
They are only able to provide asurances based onthar reliance of established procedures and
processes they have developel. In a single change of hands the @mponent may be introduced to
potential threas and compromises on many levels.

The supdy chain threat refers to anadversary gaining acces  a verdor or retaler and then
attempting to insert or install a madification or a @urterfeit piece of hardware into a @mponent
destined for aU.S. Government cusgomer in an éfort to gain information orcause opeationd
issues. This thred dso includes the installation of mali cioussoftware on components of the
solution. This threa is difficult to identify and test, and is increasingly mare difficult to prevent
or proted agang since vendors build produds containing components manufadured by
submntradors. It is often difficult to daermine the source of where diff erent pieces of
components are built and ingall ed within the suppl chain.

Thred actionsindudemanufaduring faulty or counterfeit parts of comporents ha can beused
to disrupt system or nework peformance, learing open back doas in hadware tha allow
atackers eay ways  atackard evace nonitoring, aswell aseasy ways o stealdata a tamper
with the integrity of existing/new data. Supply Chain atadks may occur during development and
produdion, updaes, distribution, $iipping, & awarehous, in gorage, duling opegations or
disposal. For thisreason, it is imperative tha al components seleded for use in CSfC solutions
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are subjed to the gplicable Supply Chan Risk Management (SCRM) processto reduce the risk
of acquiring compromised components

Eadch component that is seleded from the CSfC ComponentsList shdl go througha Produd
Supply Chain Threa Assessnent to deermine the appropiate miti gationsfor theintended
applicaion ofthe @mponent pe the organizaion’s AO/DAA -approved Produd Supply Chan
Threa Assessnent process(SeeCNSD 505Supply Chan Risk Management (SCRM) for
additiond guidance).

There are doctrind requirements placed on Rodud Seledion, Implementers, and System
Integrators of these solutionsto minimize thethreda of suppy chain atads (seeSedions8, 10,
ard 11).

7.5 INTEGRATOR THREATS

This threatrefers o anintegator who hasurredricted aces  all componrents within the
soluion piior to the aigomer purchasing and implementing the solution within their system.
This isdifferent than aSupply Chan threa in that these integrators have access o dl
components b beused in the solution, rather than only those beang procured from a paticular
vendor.

Thred actionscould indudeingalli ng or configuring components n amanner tha places the
organizdion & risk for attack or open to an unknavn vulnerability that may not be deteded
through nomal tests, scans, and aurity counter-measires In order to mitigate this threa,
integrators are required to becleaed to he highest level of daa proteded bythe DAR solution.
To further reduce the integrator threa, acusomer may wish to use multiple integrators, such that
no oneintegrator has access b al components of the solution.

8. DAR CONFIGURATION REQUIREMENTS

Thefollowing six secions (Secions 8 through 13 specify requirements for implementations of
the §- and F- solution compliant with this CP. The tables of requirements in the following
sections gecify which of the following solution designs each requirement is gpplicable to:

e SFdesign: DAR solution componentsindude SWFDE and FE.
e PFdesign: DAR soluion componentsindudePEand FE.
The CPincludestwo cakegoariesof requiremerts specified based on te guidance provide bdow:

e An Objectve (O) requiremen specifiesafeaure a function that is desred or expecied
Organizaionsshoud implement objedive requirements n lieu of the orresponding
Threshdd requirement where feagble.

15



e A Threshold (T) requirement spedfies aminimum acceptable feaure or function that ill
provides the needed capabiliti es if the @rresponding objedive requirement cannot
reasonably be met (e.g., die to system mdurity). A solution implementation must satisfy
all applicable Threshold requirements, or their corresponding Objedive requirements, in
order to comply with this CP.

In many cases the Threshald requiremert also servesasthe Qbjective requirement (T=0). In
some cases, multiple versionsof arequirement may exist in this Capability Padkage. Such
aterndive versionsof arequirement are designaed as bang ether a Threshold requirement or
an Objecive requiremen. Where both aThreshold requirement and arelaied Objecive
requirement exist, the Objedive requirement improves upon he Threshold requirement and may
replacethe Threshold requirement in future versionsof this CP.

In order to comply with this CP, a solution must a minimum impement al T hreshold
requiremerts asociated with eachof the soluion designsit suppots, and should implement the
Objedive requirements asodated with those solution designs where feasible. For example, a
DAR solution utilizing a SWFDE and FE must implement the Threshold requirements only
applicade o the § design.

8.1 REQUIREMENTS DESIGNATORS

Ead requirement defined in this CP has auniqueidentifier digraph that groupsrelated
requiremerts together (eg. KM), and asequence number (eg. 2). The following table lists the
digraphs ugd to group Dgether related requirements, and identifies where they can befound n
thefollowing sedions

Table 3: Requirement Digraphs

Digraph Desciiption Sections Tables
PS Produd Seledion Requirements Sedion9 Table4
SR Overall Solution Requirements Secion10.1 Table5
CR Configuration Requirements for All DAR Components | Sedion10.2 Table6
SwW Requirements for SWFDE Components Sedion 1Q3 Tade 7
PE Requirements for PE Components Sedion 104 Talde 8
FE Requirements for FE Components Sedion 105 Talde 9
EU Requirements for EUD Section 106 Talde 10
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Digraph Desciiption Sections Tables
CM Configuration Change Detedion Requirements Sedion 1Q7 Tade 11
DM Requiremerts for Device Managenent Sedion 108 Tade 12
AU Auditing Requirements Sedion 1Q9 Talde 13
KM Key Management Requirements for All DAR Sedion 1010 | Tade 14

Componeaits
GD Requirements for Use and Handling of Solutions Sedion 111 Tade 15
RP Requirements for Inddent Reporting Sedion 112 Talde 16
TR Testing Requirements Sedion 13 Tade 17

9. REQUIREMENTSFOR SELECTING COMPONENTS

In this sedion, aseries of requirements are given for maximizing the independence beaween the
componentswithin the solution. Thiswill increase thelevel of eff ort required to compromise this

soluton.
Table 4: Product Selection Requirements
. A Sdution Threshold / | Alternative
Req # Requirement De<cription designs Objedive
DAR-PS1 | Theprodudsusd for the FE layer shall be | SF, PF T=0
chosen fromthelist of FE produdson the
CSfC Components List.
DAR-PS2 | Theproduds used for the SWFDE layer SF T=0
shdl bechosen fromthelist of FDEs on he
CSfC Components List.
DAR-PS3 | Theproduds used for the PE layer shall be | PF T=0
chosen fromthelist of Mobile Platform
produds on the CSfC Component List.
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Sdution

Threshold /

Alternative

Req # Requirement Description designs Objedive
DAR-PS4 | Thelnnea and Quter DAR layer shdl SF, PF T=0
either.
e come from differert marufactrers,
where reither marufadureris a
subsdiary of the other; or
e be dfferert produdsfrom the sane
marufacturer, where NSA has
determined that the products meet
the CSfC Program' s ciiteria for
implementation indepadence
DAR-PS5 | Eachcomporen sdededfromthe CSC SF, PF T=0

Components List shdl go through aProdud
Supply Chan Threa Assesgnent to
determine the gppropriate mitigations for the
intended applicalion d thecomponent per
the organization’s AO/DAA approved
Produd Supdy Chan Threa Asssanent
process.(SeeCNSD 505Supply Chan
Risk Management (SCRM) for additiond
guidan@.)

10. CONFIGURATION

Once the products for the solution ae seleded, the next step is setting up the componentsand
configuring them in aseaure manne. This sedion congsts of generic guidane for how to
configure the componentsfor aDAR solution.

101 OVERALL OPERATIONAL REQUIREMENTS

Table5: Overall Solution Requirements

. _— Sdution Threshold / | Alternative
Req # Requirement Description desins Objedive
DAR-SR-1 | Default acaounts, passvords, community SF, PF T=0

strings, ard other default accesscontrol
mecharisns for al componants shdl be
changed or removed.
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: o Sdution Threshold / | Alternative
Req # Requirement De<cription designs Objedive
DAR-SR-2 | TheDAR solution shal bepropely SF, PF T=0
configured according to local pdicy and
U.S. Government guidane (e.g., DISA gold
disk, NSA guiddines). In the event of
conflict betweenthe requiremerts inthis CP
ard locd policy, this CPtakes pecealence.
DAR-SR-3 | Eadch DAR EUD shdl have unique user SF, PF @) optiond
accans.
102 CONFIGURATION REQUIREMENTS FOR ALL DAR COMPONENTS
Table 6: Configuration Requirements for All DAR Components
Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive
DAR-CR-1 Defaut ercryption keys shall be cranged SF, PF T=0
DAR-CR-2 User authentication credertial valuesfor ead DAR layer SF, PF T=0
mecharismtype shall be wique.
DAR-CR-3 DAR components shdl use dgorithms for encryption SF, PF T=0
sekctedfrom Table 1: Approved Suite B DAR Algorithms
that are agprovedto protect the highestclassficaion level of
the data.
DAR-CR-4 Each DAR component shdl prevent further authenticaion SF, PF @) optiond
attenmpts after no nore than 5 consective fail ed logon
atenpts as éfinedby the AO/DAA.
DAR-CR-5 EachDAR layerstdl zeroize the Data Encryption Key after | SF, PF O optiond
anunbe conseadtive fail ed logon attermpts & defined by the
AO/DAA.
DAR-CR-6 Eadch DAR component shdl generateits own symmetric SF, PF T=0
encryption keys.
DAR-CR-7 Each DAR component shdl be configured to enable only an | SF, PF T=0
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Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive
administrator to disable DAR component.
DAR-CR-8 All components shall have DAR protedionsenalted atall SF, PF T=0
times after provisioning.
DAR-CR-9 All comporerts shall ercrypt dl classfied data SF, PF T=0
DAR-CR-10 | All CSfC components shdl beimplemented (configured) SF, PF T=0
usng only their NIAP-approved configuration sttings.
10.3 REQUIREMENTSFOR SWFDE COMPONENTS
Table 7: Requirementsfor SWFDE Components
Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive
DAR-SW-1 The SWFDE shdl use Cipher Block Chaining (CBC) or SF T=0
Exclugve or (Xor)-encrypt-xor (XEX)-basedwealed
codebook modewith ciphertext geding (XTS) for
encryption.
DAR-SW-2 The SWFDE shall beconfigured to use ore of thefollowing | SF T=0

authenticaion ofions

® A pashrase or passvord with thelength and
complexity defined by the AO/DAA; or

e A randonly-generated hit string contained on an
externd USB token; or

e A combinaion of a pasphrase and externd token.
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104 REQUIREMENTS FOR PE COMPONENTS
Table 8: Requirementsfor PE Components

Sdution Threshold | Alternative
Req # Requirement Description despgns /
Objedive

DAR-PE1 The PE shell erable the “wipe sesitive data” managment PF T=0

fundionfor imported ar self-gererated keys/secaets and/or

other clasdfieddata.
DAR-PE2 The FE shdl use CBC, GaoisCouner Mode(GCM) or PF T=0

XTS for Encryption.
DAR-PE3 The AO/DAA shdl providepolicy to the user determining PF T=0

when daa or keys must bewiped.
DAR-PE4 The PEshdl use onedf thefollowing authentication PF T=0

options

o A pin, paghrase or passvord with thelength and
complexity defined by the AO/DAA
105 REQUIREMENTS FOR FE COMPONENTS
Table9: Requirementsfor FE Components
Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive

DAR-FE-1 Systemfolders stal have wserwrite permissons dsabled SF, PF T=0

unlessautharized by an administrator.
DAR-FE-2 The FE shall use Ciphe Block Chaning (CBC), Counter SF, PF T=0

with CBCG- Messag Authenticaion Moded (MAC) (CCM)

or XTSfor Encaryption.
DAR-FE-3 The FE shdl enable zeroizationof dl cryptographic keys per | SF, PF @) optiond

AO/DAA guidelines.
DAR-FE-4 Usess shall be restictedto designated userfolders. SF, PF T=0
DAR-FE-5 The FE shall encrypt all use folders. SF,PF T=0
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Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive
DAR-FE-6 The FE shadl only dlow administratorsto disable data-atrest | PF O optiond
protedion.
DAR-FE-8 The FE shall usethe Trust Anchor Databaseproteded PF @) optiond
storage.
DAR-FE-9 The FE shdl use oneof thefollowing authenticationoptions | SF, PF T=0
o A pasgphrase or passvord with thelength and
complexity defined by the AO/DAA; or
e Anexerna smartcard containing a sdtware
cettificate with RSA or ECC key pairs; or
o A sdtware cettificae protectedby a
passvord/pasphrase
106 REQUIREMENTS FOR END USER DEVICES
Table 10: Requirements for End User Devices
Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive
DAR-EU-1 All EUD provisioning shdl be peformed throuch dred SF, PF T=0
physical access
DAR-EU-2 The EUDs shall be destoyedif found dter banglog. (This | SF, PF T=0
does na predudeforendc invesigation by appropiate
authority.)
DAR-EU-3 EUDs shall implemert the BIOS secuity guidelines SF, PF @) optiond
specifiedin NIST SP 800-147.
DAR-EU-4 All Usasshall signanorganization-defineduse ageeamert | SF, PF T=0
before bang authorized to use a EUD.
DAR-EU-5 All Usasshal receive anorganzation-develope training SF, PF T=0
course for operating an EUD prior to use.
DAR-EU-6 At a minimum, the aganzation defineduserageenert shall | SF, PF T=0
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Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive
indudeeach of the following;
» Congent to monitoring
» OPSECqguidance
* Required physicd protedionsto employ when opeating
and the EUD
* Restictions for whenand where the BJD may be wsed
* Verifi caion of IA Training
* Verification of appropriate ckeaance
« Justificaion for Acces
* Requester information and organization
» AcoountExpiration Date
* User Responsbiliti es
DAR-EU-7 USB tokens and Smartcards, when used, shdl be removed SF T=0
from the EUD when shutdown in accordan@ with AO/DAA
policy.
DAR-EU-8 AO/DAA shdl provide guidana on goringand sauring SF, PF T=0
authenticdion fadors.
The seaurity administrator shall disalde systempower states | SF, PF T=0
DAR-EU-9 on EUDs (i.e. See and Hbernae).
The EUD shdl shutdown dter aperiod d inactivity defined | SF T=0
DAR-EU-10 | bythe AO/DAA, notto exced 2 haurs.
The EUDs shdl be provisioned within aphysicd SF, PF T=0
environment certified to protect the highest classfication
DAR-EU-11 | lewel of the data dored on the device.
The EUD shdl only bereprovisionad to the sane SF, PF T=0
classificaionlewel of the Red data from an approved DAR
DAR-EU-12 | solution.
The EUD shdl be reported as “log” if out of an authorized SF, PF T=0
user’s control for an AO ddined time period nd to exceed
DAR-EU-13 | 20 minutes.
DAR-EU-14 | The EUD shel mark dataas chssfiedand keys as sesitive. | PF T=0
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Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive

DAR-EU-15 | The EUD shall transition to alocked sateafter atime SF, PF T=0

interval of inactivity as defined by the AO/DAA, na to

excedd 20 ninutes.
DAR-EU-16 | The EUD shal transitionto alockedstate ater auser- SF, PF T=0

initiated lock command.
DAR-EU-17 | TheEUD shdl import keys fromthe FE into the seaure key PF T=0

storage.

10.7 CONFIGURATION CHANGE DETECTION REQUIREMENT
Table 11 Configuration Change Detedion Requirements
Sdution Threshold | Alternative
Req # Requirement De<ription designs /
Objedive

DAR-CM-1 A basdline configuration for al components shdl be SF, PF T=0

maintained by the System Administrator ard be awailable to

the Auditor.

An auomated processshall ersure that configuration SF, PF O optiond
DAR-CM-2 chargesare logged
DAR-CM-3 Logmessags greratedfor configuration changes shall SF, PF O optiond

include the spedfic charges made t the canfiguration.

108 REQUIREMENTS FOR DEVICE MANAGEMENT

Only authorized Seaurity Administrators (SeeSedion 12)will be dlowed to administer the DAR
Components.

Remote administration for software upddes and re-configuration can beutili zed through an
approved NSA DIT solution.

If thesolution owner is unable to remotely managethe EUDs, the solution owner must
physicaly manage al devicesin arder to ersure the deviceg(s) and DAR protedion @mponents
receve the proper software and configuration upadites.
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Table 12 Requirements for Device Mangament

Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive
DAR-DM-1 EUDs stall be physicdly administered SF, PF T
DAR-DM-2 EUDs shall be remotely administered using a NSA approved | SF, PF O DAR-DM-1
DIT protedion lution (e.g. NSA Certified or CSfC
approved).
109 AUDITING REQUIREMENTS
Table 13: Auditing Requirements
Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive
DAR-AU-1 EUDs stall beinspededfor malicious physicd charges n SF, PF T=0
accadarce with AO/DAA defined policy.
DAR-AU-2 The EUDs shdl be configured to generate an audit record o | SF, PF @) optiond
thefollowing events:
e Start-up and futdown o any platform audit
fundions.
o All adninistrative adions dfectingthe DAR
encryption mmponents.
e Userauhaorization attenpts ard swcessfailure o
the atenmpts.
o Software updaesto the DAR encryption
components.
DAR-AU-3 Auditors shdl review audit logs for an AO/DAA defined SFPF T=0
time peiod nd to excead 3months
DAR-AU-4 Auditors shal physicaly accourt for the EUDs after an SF, PF T=0
AO/DAA ddined time peiod notto exceed 3 nonths
DAR-AU-5 Administrators shall periodically compare solution SF, PF O optiond

component configurationsto atruged baseline configuration
afteran AO/DAA defined time period notto exceed 3
months
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1010KEY MANAGEMENT REQUIREMENTS
Table 14: Key Management Requirements for All DAR Components

Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive

DAR-KM-1 TheKEK, FEK, and DEK key sizes aml algorithms wsedfor SF, PF T=0

the SV FDE and FE shall be as pedfiedin Table 1.
DAR-KM-2 DAR solution products shdl beinitialy keyed within a SF, PF T=0

physicd environment certified to proted the highest

classficaion level of the DAR solution.
DAR-KM-3 The DAR sdution shall disabe all key recovery SF, PF T=0

mechansns.

11.REQUIREMENTS SOLUTION OPERATION, MAI NTENANCE, AND
HANDL ING

111 REQUIREMENTSFOR THE USE AND HANDL ING SOLUTIONS

Thefollowing requirements shal befollowed regarding the use and handling of the solution.

Table 15: Requirementsfor Use and Handling of Solutions

Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive

DAR-GD-1 Acquisition and procurement doaumentation hdl nat SF, PF T=0

indudeinformation abou how the equipment will be used,

induding that it will beused to proted classfied

information.
DAR-GD-2 Thesolution owner shdl dlow, and fully coopeate with, SF, PF T=0

NSA or its auharized agert to peform an 1A compliance

audit (induding, butna limited to, ingpedion, testing,

observation, interviewing) of the solution implementation

to ersure it meesthe lateg version of the Capahility

Paclage.
DAR-GD-3 The AO/DAA will ensure that acompliarce aidit shall be SF, PF T=0

conductedevery yearagninst the lateg version of the DAR
Capalility Package.
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Req #

Requirement De<ription

Sdution
designs

Threshold
/
Objedive

Alternative

DAR-GD-4

Results of the compliance audit shdl be provided to and
reviewed by the AO/DAA.

SF, PF

T=0

DAR-GD-5

When a new gpproved version ofthe DAR Capability
Padage is pulished by NSA, the AO/DAA shdl ensure
compliance agpinst this nrew Capalility Package within 6
months

SF, PF

T=0

DAR-GD-6

Solution implementation information, which was provided
to NSA during solution registration, shall beupdéaed every
12 (or les§ months (see $ction 13.3).

SF, PF

DAR-GD-7

The Seaurity Administrator, Auditor, User, and dl Solution
Integators shall be cleaedto the highestlewel of data
proteded bythe DAR solution.

SF, PF

DAR-GD-8

The Seaurity Administrator and Auditor roles shdl be
performed by diff erent people.

SF, PF

DAR-GD-9

All Seaurity Administrators, Users, and Auditors shall med
locd information asswarcetraining requiremerts.

SF, PF

T=0

DAR-GD-10

Usershall report log or stolen BEUDs to ther Information
System Seaurity Officer (ISSO) (i.e., chain of commard) as
defined by the AO/DAA.

SF, PF

T=0

DAR-GD-11

Only Seaurity administrators shall perform theinstalation
and pdicy configuration.

SF, PF

T=0

DAR-GD-12

Security criti cal patches(such as AVA s) shall be tested
and subsequently applied to dl components in the solution
in accordance with locd policy ard this Capalility
Paclage.

SF, PF

T=0

DAR-GD-13

Locd pdicy shal dictatehow the System Administrator
will indal pachesto solution components.

SF, PF

T=0

DAR-GD-14

All auhorized Users shell have the alility to zeroize keys
for bath layers.

SF, PF

optiond
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Req # Requirement De<ription designs /
Objedive
DAR-GD-15 | When using an FE Product, user mug ensure that no SF, PF T=0
classifieddata shall be put in thefile metadata(eg.,
filername)
DAR-GD-16 | All componatsin the solution shall bedisposed of as SF,PF T=0

classified devices,unless aclassfied using AO/DAA -
approved procedures.

112 REQUIREMENTSFOR |NCIDENT REPORTING

Tale 16 lists requirements for reporting seaurity incddents b NSA, to befollowed in the evat a
soluion owne identifies a seaurity incddent which affeds the solution. These reporting
requirements are intended to augment, not replace ary incidert reporting proceduresalready in
use within the solution owner’s organization. It is critical that Seaurity Administrators (SAs) and
Auditors are familiar with mantaining the solution in accordance with this CP. Based on
familiarity with the known-goodconfiguration ofthe solution, pesonné responsble for
Operationsand Maintenan@ (O&M ) will be better equipped to identify reportable inciderts.

A secuity failure, in this context, indudes reporting any malfundion in any of the DAR
components dueto faulty code opeator error, or specificaion eror.

For the pumposes of inddent reporting, “malicious’ activity indudes not only events hat have
been atributed to activity by an adversary butdso any events ha are unexplained. In other
words, an a&tivity is assumed to bemaliciousunless t has been deermined to betheresult of
known nonmdicious activity.

Compromise, in this context, includesreporting real or percevedacess o classified data (for
e.g. user or administrator accessor pamisson o ddawithouthaving to authenticate or using
incorrect credertials) .

Tale 16 only provides requirementsdiredly related to heinadent reporting process See
Secion 10.9for requirements suppoting deiedion of events ha may reved tha areportable
incident hasoccured
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Table 16. Incident Reporting Requirements

Sdution Threshold | Alternative
Req # Requirement Description desgns /
Objedive
DAR-RP-1 Report a seaurity failure in any of the CSfC DAR solution SF, PF T
components.
DAR-RP-2 Report any mali cious configuration changes to the DAR SF, PF T
components
DAR-RP-3 Report ary eviderce d a ammpromise d classfied data SF, PF T
cawsd by a failure o the CSfC DAR sdution.
DAR-RP-4 Report any evidene of maliciousphysicd tampering(i.e., SF, PF T
missing or mis-ingalled pats) with solution wmponents.
DAR-RP-5 Confirmedincideris neeing the citeria in DAR-RP-1 thru SF, PF T
DAR-RP-4 shdl bereported via Joint Incident Management
System(JIM S) or contacing the NSA as spcifiedin the
CSfC Registration Letter within a time defined by
AO/DAA.
DAR-RP-6 At aminimum, the organizaion sall provide the following SF, PF T

information when reporting seaurity inddents:
» CSfC Registration Number

* Point of Contad (POC) name, phoneg email
* Alternate POC name, phane, email

* Classfication level of affected sdution

» Affeded component(s) manufadurer/vendar
* Affeded component(s) modd number
 Affeded component(s) version nunber

* Date ard time o incidert

* Description ofinddent

* Desciption of remedation acivities

* Is Technicd Suppat from NSA requested? (Y es/No)

12. ROLE-BASED PERSONNEL REQUIREMENTS

Theroles required to administer and maintain the solution ae detailed bdow, dongwith
doctrinal requiremerts for thes roles
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End User — An End User may operate a EUD from physicd locationsnot owned, opeated, or
controlled by the government. The End User shall beresponsble for opeating the EUD in
accadance with this CPand an ormganization ddined user agreement. End User duties indude
but are nat limited to:

1) Ensuringthe EUD is only opeated in physicd spaces which comply with the end usr
ageenert.

2) Alerting the Seaurity Administrator immediatdy upona EUD being lost, solen, or
sugpected of being tampered with.

Secuity Administrator — The Seaurity Administrator shdl beresponsble for maintaining
monitoring, and @ntrolling al seaurity fundionsfor the entire suite of products composng the
DAR solution. Secuity Administrator duties include but are nat limited to:

1) Ensuringthatthe lateg secuity critical software patchesarnd updates(such aslAVAYS)
are apliedto eachproduct in a imely fasion.

2) Documenting and reporting seaurity-related inddents © the @propriate authorities.

3) Coordinaing and suppoting product logistic support activities induding integration and
maintenance. Some logistic suppats activities may require that the Seaurity
Administrator escort undeaed personnd.

4) Ensuring that the implemented DAR solution remains compliant with the latest version of
the CP.

5) Provisioning and maintaining EUDs in accordane with this CP.

Auditor — The Auditor shdl beresponsble for reviewing theadionspeaformed bythe Seaurity
Administrator and eventsrecorded in the aidit logsto ensure tha no ation or event representsa
compromise of the DAR soluion. Therole of Auditor and Seaurity Administrator shdl notbe
performed bythe same individud. Auditor duties indudebutare notlimited to:

1) Reviewing, managing, controlling, and mantaining seaurity audit log data
2) Documenting and reporting seaurity related inddents b the gpropiate authorities.
3) TheAuditor will only begiven authority to acess all aulit recad.

Solution Integrator —In cettain casesan external integrator may be hired to impement aDAR
soluion baed on heCP. Solution Integrator duties may indudebutare notlimited to:

1) Acquiring the produds tha compose the solution.

2) Configuring the DAR solution in accordance with the CP.
3) Tedingthe DAR solution.

4) Documenting the solution.

5) Troubleshooing the solution.
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13.INFORMAT ION TO SUPPORT AO/DAA

This sedion details itemsthat likely will be necessary for the customer to oltain approval from
the system AO/DAA. The cusomer and AO/DAA have obligaionsto paform thefollowing:

The wgomer, posibly with suppot from a System Integrator, ingantiates a solution
implementation that follows the NSA-approved CP.

The cistomer hasa teging team develop a Ted Planard perform teding d the DAR
soluion, #eSedion 13.1.

The cuwstomer hassystem cettification ard accredtation performed using the risk
asesmert informaton referencedin Secion 13.2.

The custamer provides the results from testing and system certification and acaeditation
to the AO/DAA for use in making an approvd dedsion. The AO/DAA is ultimately
responsble for ensuring that dl requirementsfrom the CP havebeen properly
implemented.

The aisomer registers the solution with NSA and re-registers yealy to validate its
continued use as ddailed in Sedion 13.3.

Cugomers who want to use avariant of the solution deailed in this CPwill contact NSA
eaty in thar design phae to ddermine ways t ob&in NSA gpprovd.

The AO/DAA will enaure tha a ompliance audit shdl beconduded every yea agans
thelatest version ofthe DAR CP, and the results shdl beprovided to he AO/DAA.

131 SOLUTION TESTING

This setion povides aframework for a Test and Evaludion (T&E) plan and procedures ©
validate the implementation of a DAR solution. This T& E will be a aitical part of the gpproval
processfor the AO/DAA, providing arobug bodyof evidene tha shows compliance with this

CP.

The scuity feauresard operational capaliiti esasociated with the use o the slution shall be
tested. The following is a general high-level methodology for developing the test plan and
procedures and for the exeaution ofthose procedures o vdidae the implementation and
fundiondity of the DAR solution. The entire solution, © indudeeadh component described in
Secton5, is addressed by this test plan.

1) Set up hebaseline ngwork architedure and onfigure dl components
2) Document the baseline network architedure configuration. Indude product modd and

seria numbe's, and oftware version nunbers as aminimum.

3) Dewelop atest plan for the spedfic implementation using the test objectives from Sedion

14. Any additiond requirements imposed by thelocd AO/DAA shoull aso betested,
and thetest plan shdl indudetests o ensure tha these requirements do notinterfere with
the seaurity of this solution & described in this CP.
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4) Perform testing using the test plan derived in Step 3. System testing will consist of bath
Blad Box testing and Gray Box testing. A two-person testing gpproach should beused to

administer the tests. During test exeaution, ®aurity and nonsecuity relaied

discrepancies with the solution shal bedoamented.
5) Compile findings, to indudecommentsand vuherability detail s as well as possible
countermeasure information, into afinal test report to beddivered to he AO/DAA for
approvd of the solution.
6) Thefollowing testing requirement has been developed to ensure that the DAR solution
fundionspropely and meds the @nfiguration requirementsfrom Sedion 8 Testing of
these requirements shout beused as a minimum framework for the development of the
detaiedted planard procedures

Table17: Ted Requirements

. _— Sdution Threshold /
Req # Requirement De<cription desins Objedive
DAR-TR-1 The organizaionimplementing the CP shall perform al test | SF, PF T=0

listed in Sedion 14.

132 RISK ASSESSMENT
The risk assessnent (RA) of the DAR solution presented in this CPfocuses on hetypes of

attacks that are feasible against this solution and the mitigations that can be employed.

Cugomers shoutl contad thar NSA/IAD Client Advocak o requed the risk asesmnet, or visit
the Seaet Internet Protocol Router Network (SIPRNet) CSfC gte for information. The process

for obtaining the RA is avdl able on the SIPRNet CSfC webste. The AO/DAA shdl beprovided
a cqy o the NSA RA for thar condderation in goproving the use of the solution.

133 REGISTRATION OF SOLUTIONS
All custamers using CSfC solutions to protect information onNational Seaurity Systems shall

register thar solution with NSA prior to opeational use. Customers will provide their

compliance chedlists and registration formsto NSA. This registration will allow NSA to track

where DAR CPsoluionsare indantiated and o provide AO/DAASs a those stes with

appropiate information, induding any sgnificant vulnerabiliti es tha may be discovered in
components or high-level designs gpproved for these solutions The CSfC solution registration

proces, as well as the compliance matrices and registration forms, are availabe at

http://www.nsa.goviia/programg/csfc_program.

Solution registrationsare vaid for oneyea, a which time cusomers are required to re-register
thar solution in order to continueusng it. Approved CPswill be reviewedtwice ayear, or as

eventswarrant. Registered users of thisCPwill benotified when an updaed vesion is
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published. When a nev version ofthis CPtha has been goproved bythel AD Diredor is
published, cusgomers will have sx monthsto bring their solutionsin compliance with the new
version and re-register their solution (seerequirement DAR-GD-5). Customers are also required
to updde thar registrationswheneve the information provided on heregistration form changes.

14. TESTING REQUIREMENTS

This sedion contains the spedfic tests that dlow the Seaurity Administrator or System Integrator
to ensure they have properly configured the solution. As defined in Sedion 8 in order to comply
with this CP, asolution must a minimum implement al Threshold requirements associated with
ead of the capabiliti es it suppots, and should implement the Objedive requirements assodated
with those ca@mhliti eswhere feagble. Thes teds may also be wsedto provide evidene to the
AO/DAA regarding compliance of the solution with this CP. Note that the details of the
procedures are the respongbility of thefind developea of thetest plan in accordance with
AO/DAA -approved network procedures. The AO/DAA is ultimately responsble for ensuring
that al requirements from the CP havebeen properly implemented.

APPENDIX A. GLOSSARY OF TERMS

Accreditation — The dficial management decision gvenby a snior agercy official to authorize
opeation of an information system and to explicitly accept the risk to agency operations
(induding misson, fundions image, or reputation), agency assets, or individuds, based on he
implementation of an agreed-upon &t of seaurity controls. (NIST 800-37)

Asarance— A measire of confidence hat the ®aurity featresand architecture d anAlS
accuately medate ard enforce he cuity pdicy.

Audit — The ativity of monitoring the opeation of a produd from within the produd. It
indudes monitoring of aprodud for a set of pre-determined everts. Eachaudit evert may
indicae rogue behavior, or a ondtion that is derimental to ssaurity, or provide necessary
forendcs o identify the source of rouge behavior.

Capability Package(CP) — The set of guidance provided by NSA tha describesrecommended
approaches © composng GOTS componelts D proted clasdfied information for a particular
classof seaurity problem. This package will point to poential produds tha can beused as pat
of this solution.

Certification — The techmical evaluation d a systens’ secuity feaures made aspart of ard in
suppot of the gproval/acaeditation piocess hat establishes the extent to which a paticular
computer systems design and implementation meet a set of spedfied seaurity requirements.
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Certification and Accreditation (C&A ) — A camprehersive asesmert of the manegemen,
opeaationd, and technica seaurity controls in an information g/stem, made in suppot of seaurity
acaeditation, to determine the extent to which the controls are implemented carecty, operating
as intended, and producing the desired outome with respect to meding the seaurity
requirements for the system. In conjunction with the official management deasion gven bya
senior agency officia to authonze opeation ofan information system and to explicitly accept the
risk to ageng opeaations(induding misson, fundions image, or reputation), agency assts, or
individuds, based on heimplementation of an agreed-upon &t of seaurity controls. (NIST 800
37).

Committeeon National Seaurity Systems Policy No. 15 CNSSP-15)— Policy speafies which
public sandards may beused for cryptographic protocol and dgorithm interopeability to protea
National Secuity Systens (NSS.

Designated Approving Authority (DAA) — The official with the authority to formally assuume
responsbility for opening a system at an acceptable level of risk, synonymouswith designaing
acaediting authority and ddegated accrediting authority. [CNSS 4009]

End User Device EUD) — A device sich asa workstation, laptop, tblet, or cellular phore that
serves as the platform and hog through which the user stores classfied ddato the DAR solution.

Federal Information Processng Standards (FIPS) — A setof sardards that describe the
handling and processng of information within governmental agences.

File Encryption (FE) — The processof encrypting individud fil es, folders or volumes, and
permitting accessto the data only after successul authentication with the file encryption pioduct.

Found Device- A lost device hat hasbeenrecovered (seelLost Device cefinition)

Full Disk Encryption (FDE) — The processof encrypting al thedaa on thehad diive used to
boota mmputer, induding the computer’s opeating system, and pemitting access b thedaa
only after successful auherticaion within the Pre-Boot Environment (see Pre-Boot Environment
definition)..

Lost Device- A devicetha is removed from the control of the physica seaurity procedures
defined bythe AO/DAA.

Platform Encryption (PE) —the processof encrypting dl of the data on avolume and
permitting accessto the data only after succesdul authenticaion with enaryption software. PE is
implemented ratively by the EUD’s platform. (see Volume definition)

Pre-Boot Environment (PBE) — Theinital software run on sart-up ofthe EUD which requires
auser to authenticate successully before decrypting and booing an operating system. This is the
layer of authenticaion for the FDE produd.
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Protection Profile (PP) — A doawment used as part of the ertificaion piocessaccording to the
Comman Criteria. As the generic form of a cuity target, it is typicaly created by a user or user
community and piovides an implementation indgpendent specification ofinformation asurance
secuity requiremerts.

Supply Chain Risk M anagement (SCRM) —A progiam to estallish procesesard procedures
to minmize acquisition-related risks to aiticd acquisitionsinduding, hadware components and
software solutionsfrom suppy chain threas dueto reliance on dobal sources of supp}.

Trusted Platform Module (TPM) Chip — A tanper-resistant integrated circuit built into some
computer motherboadstha can paform cryptographic opeations(induding key geneation)
and poted smdl amounts of classfied daa, such as passvords and cryptographic keys.

Volume - a collection of separate units of logically divided media (partition) acting as asingle
entity that has been formatted with afile system.
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APPENDIX B. ACRONYMS

AES Advanced Encryption Sandard

AO Authorizing Official

BIOS Basic Inpu/Output System

C&A Certificaion and Accreditation

CBC Ciphe Block Chaning

CCM Couner with CBC-MAC

CNSS Committee on National Seaurity Systems
CNSS Committee o National Seaurity Systerms Instruction
CNSSP | Committee on National Seaurity Systems Policy
COTS Commercial Off -the-Shelf

CP Capalility Package

cscC Commercial Solutions for Classfied

DAA Designated Approving Authority

DAR Data-at-Rest

DEK Data Encryption Key

DH Diffie Hellman

DIT Data in Trarsit

DSA Digital Signature Algorithm

ECDH Elliptic Curve Diffie Hellman

ECDSA | Elliptic Curve Digital Signature Algorithm
EUD End UserDevice

FE File Encryption

FEK File Encryption Key

FDE Full Disk Encryption

FIPS Federal Information Rrocessng Standards
GCM Galois/Counter Mode

IAD Information Assurance Dreciorate

IAVA Information AssuranceVVulnerahlity Alert
ICT Information and Communicdion Technology
ISSO Information System Security Officer

ISV Independent Software Vendor

JMS Joint Incident Management System

KEK Key Encryption Key

MAC Message Autherticaion Code

MDF Mobile Device Fundamertals
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NIAP National Information Assuarce Rartnership
NIST National Inditute of Standads and Tedhnology
NSA National Secuity Agency

NSS National Secuity Systenms

(O] Operating System

PBE Pre-Boot Environment

PE Platform Encryption

POC Point of Contad

PP Protedion Rofile

REK Root Encryption Key

RFC Request for Comment

RSA Rivest Shamir Adelman agorithm

S3 Seaure Shaing Suite

SCRM Supply Chan Risk Management

SHA Secue HashAlgorithm

SIPRNet | Seaet Internet Protocol Router Network
SW Software

T&E Test and Evaluaion

TPM Truged Hatform Module

USB Universal Serial Bus

XES Excludve or (Xor)-encrypt-xor

XTS XEX-basedtwealed-codebook modewith dphertext geding

37



APPENDIX C. REFERENCES

CNSS 4009

CNSSP b

CNSSD 505

CSfC

FIPS BO

FIPS B6

FIPS D7

FIPS D1

FE PP

MDF PP

NSA Suite B

SWFDE PP

SP80056A

CNSS 4009, National Information Assurance (1A) Glossary
Committee for National Security Systems
www.cnss.gov/Assets/pdf/cnssi_4009. pdf

CNSS Policy (CNSSP) Number 15, National Information Assurance
Policy on the Use of Public Sandards for the Secure Sharing of
Information Among National Security Systems Committee for
National Security Systems

CNSSDirective (CNSSD) Number 505, Supply Chain Risk
Management (SCRM)

CSC Incident Reporting Procedures

Federal Information Processing Sandard 180-4, Secure Hash
Sandard (SHS)

Federal Information Processing Standard 186-3, Digital Sgnature
Sandard (DSS), (Revision of FIPS 186-2, June 2000)

Federal Information Processing Standard 197, Advanced Encryption
Sandard (AES)

Federal Information Processing Slandard 201, Personal Identity
Verification (PIV) of Federal Employees and Contractors National
Institute for Standards and Technology FIPS Publication
http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chngl.pdf

File Encryption Protection Profile. www.niap.ccevs.org/pp

Mobile Device Fundamentals Protection Profile.
WWw.hiap.ccevs.org/pp

NSA Guidance on Suite B Cryptography [including the Secure
Sharing Suite (S3)]. http://mww.nsa.gov/ia/programs/
suiteb_cryptography/index.shtml

Software Full Disk Encryption Protection Profile.
WWW. i ap.ccevs.org/pp

NIST Special Publication 800-56A, Recommendation for Pair-Wise

Key Establishment Schemes Using Discrete Logarithm Cryptography.

E. Barker, D. Johnson, and M. Smid

April 2010

March
2010

March
2012

June2014

March
2012

June2009

November
2001

March
2006

[in draft,
update]

October
2013

November
2010

February
2013

March
2007

38



SP800-56B

SP80056C

SP800111

SP80CG
131A

SP800-132

SP800-147

NIST Special Publication 800-56B, Recommendation for Pair-Wise
Key Establishment Schemes Using Integer Factorization
Cryptography. E. Barker, et. al.

NIST Special Publication 800-56C, Recommendation for Key
Derivation through Extraction-then-Expansion. L. Chen.

NIST Special Publication 800-111, Guide to Storage Encryption
Technologies for End User Devices

NIST Special Publication 800-131A, Recommendation for
Transitioning of Cryptographic Algorithms and Key Lengths. E.
Barker.

Recommendation for Password-Based Key Derivation

NIST Special Publication 800-147, BIOS Protection Guidelines. D.
Cooper, €t. al.

Augud
2009

November
2011

November
2007

Jaruary
2011

Decenber

2010
April 2011

39



